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Abstract of the contribution: This pCR proposes a key management solution for the First to Answer eMCPTT feature.
1. Introduction

SA6 has defined an eMCPTT feature called First to Answer.  This feature allows an initiating UE to request a private MCPTT call between itself and one of several target UEs provided in a list in the First to Answer call request.  The MCPTT server receives and authorizes the request, then forwards individual First to Answer call requests to each of the UEs in the list.  The first target UE to respond to the First to Answer request with a First to Answer response is granted the private call with the initiating UE, while any of the other target UEs that respond afterwards are rejected.
This feature creates a key management problem for the private call.  The PCK for the private call cannot be sent by the initiating UE in the First to Answer request since it would be forwarded to all target UEs thereby giving them access to the protected call even after having been rejected.  A unique PCK needs to be selected such that only the initiating UE and the first responding target UE have the key.
It is therefore proposed that each target UE responding to the First to Answer request, create a PCK and provide it in the First to Answer response.  Only the first response will be forwarded to the initiating UE.  The initiating UE will receive the response containing the PCK and the private call can then proceed using this key.
2. pCR to TR 33.880
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7.4
Security solutions to enhance push-to-talk (eMCPTT)
7.4.x
Solution #Y.y: eMCPTT First to Answer key management
7.4.x.1
Overview

Enhanced eMCPTT has enabled a feature called First to Answer.  This feature allows an initiating UE to request a private MCPTT call between itself and one of several target UEs provided in a list in the First to Answer call request.  The MCPTT server receives and authorizes the request, then forwards individual First to Answer call requests to each of the UEs in the list.  The first target UE to respond to the First to Answer request with a First to Answer response is granted the private call with the initiating UE, while any of the other target UEs that respond afterwards are rejected.

This feature creates a key management problem for the private call.  The PCK for the private call cannot be sent by the initiating UE in the First to Answer request since it would be forwarded to all target UEs thereby giving them access to the protected call even after having been rejected.  A unique PCK needs to be selected such that only the initiating UE and the first responding target UE have the key.

It is therefore proposed in this solution that each target UE responding to the First to Answer request, create a unique PCK and provide it in the First to Answer response.  The first response received by the MCPTT server will be forwarded to the initiating UE.  The initiating UE will receive the response containing the PCK and the private call can then proceed using this key.

This solution addresses Key Issues #3.1, #3.2, and #3.5 in clause 5.4 for the First to Answer feature.
7.5.x.2
Motivating security requirements
Related stage 1 MCPTT security requirements are as follows:

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer. 

[R-5.12-008] Subject to regulatory constraints, the MCX Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., MCX Service User Profile management, kill commands) that have the potential to disrupt the operation of the target MCX UE. 

[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs. 

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.
Derived stage 2 MCPTT security requirements are as follows:

[MCSEC-4.1-1]
The Mission Critical Service shall provide a means to support end-to-end confidentiality and integrity protection for messaging transmitted between MCX UEs in both media and signalling streams. 

[MCSEC-4.1-2]
The Mission Critical Service shall provide a means to authenticate messages in both media and signalling streams.
Additional MCPTT security requirements may be found in clause 5.3.1.3.
7.4.x.3
Solution description

In the First to Answer feature, there are two signaling messages that require confidentiality and integrity protection.  They are the First to Answer Request and the First to Answer Response.

7.4.x.3.1
First to Answer Request

The First to Answer Request is sent by an initiating UE to the MCPTT server containing a list of target MCPTT IDs.  When required by the MCPTT service operator, confidentiality and Integrity of the First to Answer Request message is performed.

When confidentiality and integrity of the First to Answer Request message is applied, it is per normal signaling protection methods as per clause 6 and clause 9 of 33.179 [3].  Furthermore, the list of target user identities (MCPTT IDs) in the First to Answer Request is considered sensitive application information and therefore when required by the MCPTT service provider, is confidentiality protected with the CSK or SPK as per clause 9.3 of 33.179 [3].

7.4.x.3
First to Answer Response
The First to Answer Response is sent by a target UE in response to a First to Answer Request.  The First to Answer Response contains both a PCK for the private call and a set of MCPTT IDs corresponding to the initiating and target UEs.  When required by the MCPTT service operator, confidentiality and Integrity of the First to Answer Response message is performed.

When confidentiality and integrity of the First to Answer Request message is applied, it is per normal signaling protection methods as per clause 6 and clause 9 of 33.179 [3].  The list of target user identities (MCPTT IDs) in the First to Answer Request is considered sensitive application information and when required by the service provider, is confidentiality protected with the CSK or SPK as per clause 9.3 of 33.179 [3].

7.5.x.4
Evaluation against requirements
This solution meets the Stage 1 and Stage 2 security requirements identified in clause 7.4.x.2 for the confidentiality and integrity protection of the eMCPTT First to Answer Request and First to Answer Response messages.
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